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ABSTRACT

Cybersecurity is an emerging field of research and education with almost zero unemployment. Although cybersecurity
is considered as a technical field, most of the problems in cybersecurity remain due to lack of an interdisciplinary
perspective which handles issues by considering people and process aspects alongside technology. The information
systems & science disciplines can partially address these issues with their established theories, tools, and methods and
help develop a qualified workforce. This paper reports findings of a content analysis of the programs, specializations,
and courses offered in 25 information schools to ascertain the extent to which the schools are ready to adopt
cybersecurity in their curricula.
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EXTENDED ABSTRACT

Cybersecurity (or information security, or information assurance) is an emerging field and profession, which suffers
from a lack of adequate level of workforce. In the United States, there are almost 504,000 cybersecurity jobs available
as of January 2020 (Cyberseek, 2020), while the total employed workforce is around 1 million. In addition, the demand
for cybersecurity workforce has increased by over 50 percent since 2015. The rising demand for cybersecurity
professionals is not just an issue for the United States. It is a global problem. What is more, the trajectory shows that
the demand will be higher in the coming years (Crumpler & Lewis, 2019).
Cybersecurity is mostly considered a technical field. It is true that the cyberspace relies on a technology layer and its
security has technical dimensions. However, cybersecurity is more than technology. Cybersecurity requires addressing
problems from a socio-technical systems perspective, which includes people and process perspectives besides the
technology perspective (Malatji, Von Solms, and Marnewick, 2019). Information systems and science, with their
methods and theories emphasizing information, people, process, technology, organizations, and their interactions, can
provide the desirable interdisciplinary perspective for cybersecurity education and research. This paper aims to
examine if information science schools and programs include cybersecurity curricula to respond to the apparent need
for a holistic and interdisciplinary cybersecurity teaching and research.
We conducted a content analysis of programs at 20 information science schools in the United States. The scope of our
analysis includes courses, specializations, and programs in cybersecurity, information security, or information
assurance offered at information schools. We identified several keywords (e.g., forensics, risk analysis, cyber law,
privacy, cryptography, network security) to decide if a course or concentration or program is relevant to our study.
We also utilized the specialty areas and knowledge/skills/abilities identified in the NICE Cybersecurity Workforce
Framework (Newhouse, Keith, Scribner, and Witte, 2017) to guide our content analysis of descriptions of
cybersecurity programs, concentrations, and courses.
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Our analysis revealed the following findings: (1) Information schools in the United States have started to offer
cybersecurity courses, specializations, and programs. Although there are quite a few courses related to cybersecurity,
there are a very limited number of programs and concentrations in this field. (2) Most of the cybersecurity programs
and specializations are at the graduate level (i.e., graduate certificate, master’s, and Ph.D.) (3) Most of the
cybersecurity courses offered at the Information Schools are at the undergraduate level. (4) The courses offered, which
include risk analysis, network security, cryptography, cybercrime, cyber law, and data privacy, reflect the
interdisciplinarity of the information science discipline.
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